ABSTRACT In this paper, we investigate the secrecy performance against eavesdropping of a land mobile satellite (LMS) system, where the satellite employs the spot beam technique, and both the terrestrial user and eavesdropper are equipped with multiple antennas and utilize maximal ratio combining to receive the confidential message. Specifically, in terms of the availability of the eavesdropper's CSI at the satellite, we consider both passive (Scenario I) and active (Scenario II) eavesdropping. For Scenario I where the eavesdropper's channel state information (CSI) is unknown to the satellite, closed-form expressions for the probability of non-zero secrecy capacity and secrecy outage probability are derived. Furthermore, expressions for the asymptotic secrecy outage probability are also presented to reveal the secrecy diversity order and array gain of the considered system. For Scenario II where the eavesdropper's CSI is available at the satellite, novel expressions for the exact and asymptotic average secrecy capacity are obtained. Based on a simple asymptotic formula, we can characterize the high signal-to-noise ratio (SNR) slope and high SNR power offset of the LMS systems. Finally, simulations are provided to validate our theoretical analysis and show the effect of different parameters on the system performance.
I. INTRODUCTION
Land mobile satellite (LMS) systems have been widely applied in broadcasting, navigation, and disaster relief, due to their potential for providing wide-area coverage and high data transmission rate, especially in situations where the deployment of wired and wireless terrestrial networks is not economically viable [1] . Due to the economical or implemental advantages, LMS systems can provide various telecommunications and multimedia mobile satellite service (MSS). Over the recent years, substantial effort has been done on the optimization design and performance analysis of LMS systems. Specifically, a generic optimization problem for LMS systems was proposed in [2] to handle the data rate with general linear and nonlinear power constraints. Christopoulos et al. [3] addressed the frame-based precoding problem within multibeam satellite networks. In addition, various performance metrics, including outage probability [4] and average symbol error rate [5] have been investigated for LMS systems with a single antenna. However, since multiantenna technology has been widely recognized as an effective means of providing increased diversity and high system capacity [6] , the incorporation of multi-antenna techniques into satellite communication systems have recently received much attention [7] - [9] .
Despite the benefits of immense coverage area, the inherent broadcast nature of LMS systems make themselves prone to be eavesdropped by illegitimate users [10] . In this regard, privacy and security problem in satellite communications has received significant attentions. Traditionally, this kind of problem can be solved by the upper layers with the use of cryptographic protocols, i.e., the advanced encryption standard [11] . Nevertheless, the performance of current cryptographic schemes, which rely on the limited computational power of the eavesdropper, have become increasingly uncertain, since the computational ability of potential eavesdroppers is becoming more powerful [12] . Besides the cryptographic protocol in the upper layers, physical layer security (PLS) has been introduced to strengthen the secure transmission of wireless communications using an information-theoretic perspective [13] , [14] . The key philosophy of physical layer security is to exploit the different characteristics of the channels to the desired user and eavesdropper. Specifically, Wyner [15] have done the foundation work for modern physical layer security. One seminal conclusion can be made from [15] was that a perfect secure transmission can be achieved if the quality of the legitimate user was superior to that of the eavesdropper.
Moreover, an eavesdropping environment can be classified in a passive or active eavesdropping scenario according to the transmitter knows the CSI of the eavesdropper or not. Until now, several works have been devoted to study the security performance in diverse scenarios, such as the work in [16] and [17] . Yang et al. [18] investigated the probability for non-zero capacity and secrecy outage probability of the multiple antenna wiretap channel with passive eavesdroppers and assuming maximal ratio combining (MRC) and selection combining (SC) in the presence of Nakagami-m fading. In [19] , the secrecy outage probability of multiple antenna wiretap channels using transmit antenna selection and generalized selection combining (TAS/GSC) at the receiver was first studied for passive eavesdropping, and an extension to active eavesdropping scenarios was also presented, in which both the exact and asymptotic average secrecy capacity were analyzed.
The above works mainly investigated the secure performance in terrestrial scenarios. However, in satellite communications, where a legitimate user also suffers from wiretapping, limited work has been focused on physical layer security [20] - [22] . In a multibeam environment, an optimization power allocation problem was investigated in [20] by satisfying individual secrecy rate requirements, while the precoding problem was investigated in [21] under the constraint of minimizing the total onboard power and meeting individual secrecy rate demands. Moreover, the authors in [22] studied the secure satellite communications with network coding. In [23] , a general construction of the wiretap coding and its applicability for a typical satellite channel were analyzed. Li et al. [24] , [25] have proposed the joint secure design in cognitive satellite terrestrial networks by minimizing the transmit power with the leakage outage limit for the eavesdropper.
The information-theoretic basics, such as probability of non-zero secrecy capacity, secrecy outage probability, secrecy capacity and etc, are the fundamentals for the application of physical layer security in wireless communication networks [26] . Thus far, existing work on physical layer security in satellite systems has not focused on these related key performance metrics. Due to the particular propagation environments, LMS systems commonly suffer from multiple levels of obstructions (e.g., urban, suburb, and rural scenarios), thus the accuracy of both small-and largescale fading statistics depending upon several factors should be carefully considered. Because of the random channel fluctuations in time varying LMS fading channels, an enhanced secrecy performance can be opportunistically exploited depending on the channel conditions.
In this paper, we consider that a LMS system communicates with its legitimate user, while an unauthorized eavesdropper is present and tries to overhear. Then, we provide a comprehensive secrecy performance analysis of the considered network over the Shadowed-Rician fading channel, a model which was first proposed in [27] and has been widely exploited in satellite communications. Specifically, we assume that multiple antennas are equipped at the legitimate user and the eavesdropper, while the satellite employs spot beam transmission, and we consider two scenarios for detailed analysis, namely, Scenario I: passive eavesdropping, where the satellite has no knowledge of the eavesdropper's CSI, and Scenario II: active eavesdropping, where the CSI of the eavesdropper is available at the satellite. 1 We analyze the secrecy performance of the satellite systems by deriving new theoretical formulas. To the best of our knowledge, this is the first time such expressions are obtained. 2 Our detailed contributions can be outlined as follows:
• For Scenario I, since the transmitter has no information about the eavesdropper's channel, perfect secrecy cannot be guaranteed, so exact closed-form expressions for the probability of non-zero secrecy capacity and average secrecy outage probability are derived to evaluate the secrecy performance [16] .
• To gain further insights, simple asymptotic expressions for the secrecy outage probability at the high SNR are obtained to reveal the secrecy diversity order and secrecy array gain. In particular, two representative cases are employed, namely, Outside Beam Coverage (OBC): the eavesdropper is outside the beam coverage area, and Inside Beam Coverage (IBC): the eavesdropper is within the beam coverage area. For OBC, we show that the full secrecy diversity order can be achieved, which is simply determined by the antenna configuration at the legitimate user. On the other hand, for IBC, the secrecy diversity order collapses to zero, indicating that increasing the transmit power at the satellite does not provide additional performance gain.
• For scenario II, the transmitter can adapt the transmission rate according to the CSI of both the main and eavesdropper's channel to achieve perfect secure 1 Scenario II is particularly applicable in multicast and unicast networks where the users play dual roles as legitimate users for some signals and eavesdroppers for others. This scenario has been studied in existing work such as [26] and [28] . 2 The motivation of this paper is to provide the fundamental framework of information-theoretic based physical layer security for satellite communication systems in terms of different eavesdropping scenarios. transmission. In this case, theoretical expressions for the average secrecy capacity is provided as the as the principle performance metric [19] .
• The asymptotic average secrecy capacity is also derived for both the OBC and IBC cases to show the high SNR power offset and high SNR slope for the LMS systems.
For OBC, we show that the high SNR slope remains one. For IBC, the average secrecy capacity approaches a plateau, which means the high SNR power offset degrades to zero. Moreover, the high SNR power offset is dependent on the beam gain ratio of the legitimate user and eavesdropper.
• Simulation results first show the joint impact of beam radius and locations on the secrecy performance of LMS systems. We observe that for a fixed distance between the legitimate user and eavesdropper, a narrow beam radius leads to enhanced secrecy performance. When the eavesdropper is outside the beam coverage, the secrecy performance of the LMS systems gradually fluctuates with a certain range, and is irrelevant to the beam radius.
The remainder of this paper is organized as follows. In Section II, we describe the system model. In Section III, we provide the statistical property of the satellite links. The secrecy performance of the considered LMS system are analyzed for different scenarios in Sections IV and V, respectively. Section VI shows the numerical results along with discussions. Eventually, useful conclusions are drawn in Section VII.
Notation: E [·] denotes the expectation operator, C M ×N the space of M × N complex matrices, |·| the absolute value, · 2 F the Frobenius norm, N C (m, σ 2 ) the complex Gaussian distribution with mean m and variance σ 2 .
II. SYSTEM MODEL
As depicted in Fig. 1 , we consider the downlink of a satellite communication network exploiting a geostationary satellite (Sat) with single antenna (a.k.a. feed) sends confidential message to the legitimate user (Bob) with N B antennas in the presence of an Eve with N E antennas attempting to overhear the satellite information signal in the same beam. 3, 4 We assume that the CSI of satellite links is available at the gateway (GW), which can be realized by feedback/training sent from the terminals via a return channel, which already exists in current systems, such as DVB-S2 [2] , [21] .
A. SATELLITE CHANNEL MODEL
To realistically model the feature of satellite networks in achieving physical layer security, the main characteristics of satellite channels should be properly modeled. Specifically, the composite fading distribution and on-board beam factor are taken into consideration [24] , [25] .
The beam gain is determined by the on-board antenna pattern and the position of a ground user. For the i-th receiver within the satellite spot beam coverage area, the beam gain can be approximated as [2] 
where u i is given by
with ϕ i representing the angle between the position of the i-th receiver and the beam center, and ϕ 3dB the angle corresponding to the 3-dB powerloss, which are, respectively, given by
where R is the beam's radius, D the distance between the satellite and i-th receiver, and d i the distance between the beam center and the i-th receiver. Since the distance between the user and beam center is much smaller than the satellite altitude, namely, d i D, the relative distance can be transformed into [29] 
and we have
Besides the on-board beam pattern employed at the satellite, our work on physical layer security is distinguished 3 The motivation of the employed SIMO system is due to the fact that the implementation of multiple antennas on a satellite, to fully exploit its channel capabilities, is not a suitable choice, due to the lack of scatterers in its vicinity, which is a common assumption in many existing works (see [6] , [7] and the reference therein). 4 For scenarios with multiple legitimate users, the user scheduling scheme should be further designed, which is an open topic beyond the interest in this paper. Moreover, if multiple eavesdroppers are considered, the cooperative or non-cooperative eavesdropping scenarios should be further discussed. The study of these issues could be our future works.
by use of the LMS channel model, which is different from that typically assumed for terrestrial wireless systems. Generally, satellite links are modeled by composite fading distributions to describe more accurately the amplitude fluctuation of the signal envelope. While various mathematical models, such as Loo, Barts-Stutzman, and Karasawa et al., have been proposed to describe the satellite channel distributions, the Shadowed-Rician (SR) model presented in [27] has been recognized as the most commonly used one in analytical studies of LMS communication performance [4] , [5] , [7] - [9] . Particularly, the SR model has found wide applications in different frequency bands such as the UHF-band, L-band, S-band, and Ka-band [27] . In this model, elements of the channel vector are identical independently distributed (i.i.d) random variables described by
where the line-of-sight ( (1) and the channel fading vector in (7), the overall satellite channel for i-th user can be modeled as
B. OUTPUT SINR Let x (t) be the signal transmitted by the satellite to a legitimate user with N B antennas. An eavesdropper with N E antennas tries to illegally overhear the transmitted signal from the satellite. Denoting h B ∈ C N B ×1 and h E ∈ C N E ×1 as the channel vectors for the Sat-Bob and Alice-Eve links, the received signals at Bob and Eve at time t can be respectively expressed as
where P denotes the transmit power at satellite, the amplitude of x (t) is normalized to one, namely, E |x (t)| 2 = 1, and w B ∈ C N B ×1 and w E ∈ C N E ×1 are the beamforming (BF) weight vectors at Bob and Eve, respectively. Meanwhile, n B (t) ∼ N C 0, σ B 2 and n E (t) ∼ N C 0, σ E 2 represent zero mean additive white Gaussian noise (AWGN) at Bob and Eve, respectively.
Similar to most related work such as [4] - [9] , we consider that perfect CSI is available at each of the terminals. Thus, by employing MRC, namely, w B = h B h B F and w E = h E h E F , the instantaneous received signal-to-noise ratio (SNR) at Bob and Eve can be, respectively, expressed as
respectively, the average SNR of the Sat-Bob and Sat-Eve links.
C. SECRECY RATE
Secure data transmission between Sat and Bob can be achieved under the condition that the quality of the main channel is better than that of eavesdropper's channel. According to [26] and [28] , the achievable secrecy rate for the wiretap channel considered here is
where C B = log 2 1 + γ B and C E = log 2 1 + γ E are the channel capacities of legitimate user and eavesdropper, respectively. The information-theoretic based analysis are the fundamentals of physical layer security technique in both satellite and terrestrial communications. In what follows, depending on whether Eve's CSI is available at the satellite, we will investigate the secrecy performance of the LMS communication systems for the two different scenarios. In particular, we will analyze the probability of non-zero secrecy capacity, and derive the exact and asymptotic secrecy outage probabilities for Scenario I, and the exact and asymptotic average secrecy capacity for Scenario II, respectively.
III. STATISTICAL PROPERTIES OF SATELLITE LINKS
In this section, we study the statistical properties of satellite links, which are useful for the subsequent derivations of our analytical expressions. According to [30] , an exact analytical expression for the probability density function (PDF) of
where 1 F 1 (a; b; c) represents the confluent hypergeometric function [31, eq. (9.210.1)], α i , β i and δ i are given by
where z is the largest integer not greater than z, and (z)
For simplicity, we suppose that the Nakagami channel parameter m takes on integer values, i.e. m i ∈ N [7] . Under this assumption, we adopt the following identity [32] 1 F 1 (a; a − n; z) =
with (x) n = x (x + 1) (x + n − 1) representing the Pochhammer symbol and L α n (·) the Laguerre polynomial, which can be represented as [31, eq. (8. 
As such we can obtain the following expressions
Hence, substituting (18) and (19) into (14), we have
where P i x, l i , d i ,γ i can be written as
In addition, by using (20) can be expressed as
where 
IV. SECRECY PERFORMANCE ANALYSIS OF SCENARIO I
For Scenario I, since the CSI of the eavesdropper's channel is unavailable at Alice, and similar to [18] and [19] , we adopt the probability of non-zero secrecy capacity, and the exact and asymptotic secrecy outage probability to evaluate the secrecy performance of the network.
A. PROBABILITY OF NON-ZERO SECRECY CAPACITY
In wireless networks, channel quality may vary over time and frequency, a property that can be opportunistically exploited for improved transmission [18] . Therefore, we consider the probability of non-zero secrecy capacity, which can be given by
By substituting (20) and (22) into (24), Pr C s > 0 can be computed as in (25) , as shown at the bottom of the previous page, where
Substituting (21) and (23) into (26),
be calculated as (27) . To solve the integral I 1 as (27) , as shown at the bottom of the previous page, we first employ [33, eq. (8.4.16.1)] to express the incomplete gamma function 
and further express (27) as (30), as shown at the bottom of this page. By substituting (30) into (25) , the probability of nonzero secrecy capacity Pr C s > 0 can be directly calculated.
B. SECRECY OUTAGE PROBABILITY
The secrecy outage probability can be defined as the probability that the secrecy capacity falls below a predefined rate R s . Mathematically, it is given by [18] 
Based on (13), we can further rewrite (31) as
where I 3 and I 4 in (32) can be calculated as
Using (33) and (34) in (32) along with some algebraic manipulations, we have
By substituting (20) and (22) 
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(−1)
In deriving (38) (34) . Eventually, by substituting (39), as shown at the top of this page into (37) and performing some necessary manipulations, one can directly obtain a closed-form expression for P out R s .
C. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
Although an exact analytical expression for secrecy outage probability has been obtained, it is difficult to gain much insight from (36) . Therefore, in what follows, we will derive the asymptotic secrecy outage probability at high SNR, where P → ∞ (approaching Tx saturation). We take into account two realistic cases, i.e., Outside Beam Coverage (OBC): Eve is located outside the beam coverage, which can be mathematically described asγ B → ∞ for arbitrary smallγ E since Eve is relatively far away from the legitimate user [19] , and Inside Beam Coverage (IBC): Eve is located within the beam coverage, which can be view asγ B → ∞ andγ E → ∞ since Eve is close to the legitimate user [19] . For both cases, we can reveal two important performance metrics, namely the secrecy diversity order and the secrecy array gain of the network.
1) OUTSIDE BEAM COVERAGE (OBC):γ B → ∞
When the Eve is located far away from the legitimate user, the secrecy outage probability can be obtained in the following theorem.
Theorem 1: The asymptotic secrecy outage probability for case a) at high SNR can be expressed as
Proof: See Appendix A. According to [18] and [19] , we can express the asymptotic secrecy outage probability in terms of the secrecy diversity order G d and the secrecy array gain G a , namely
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Based on (43), the achievable secrecy diversity order and secrecy array gain can be directly obtained as In this case, the Eve is located close to the legitimate user. Based on (43) and by applying the factγ B γ E = b (ϕ B ) b (ϕ E ), the asymptotic secrecy outage probability for the IBC case is derived as 
V. SECRECY PERFORMANCE ANALYSIS OF SCENARIO II
This section focuses on the scenario where the CSI of Eve is available at Alice. In this case, we employ the exact and asymptotic average secrecy capacity as the principle secrecy performance metric [16] , [19] .
A. AVERAGE SECRECY CAPACITY
Based on the definition of the achievable average secrecy capacity, we havē
where f γ B ,γ E (x, y) is the joint PDF of γ B and γ E . Due to the independence of the main and eavesdropper's channels, using (13) in (48) yields
Employing integration by parts along with some other algebraic manipulations, (49) can be rewritten as
Then, by substituting (20) and (22) into (50),C s can be evaluated as in (51), as shown at the top of this page, where (52), as shown at the top of this page. In order to compute the integral I 6 in (45), we first exploit (20) and the equality [34, eq. (10)]
(55) Then, with the aid of [35, eq. (3.1)] , we obtain I 6 as
where G [35] . Subsequently, by substituting (54) into (52), (55), as shown at the top of this page. Finally, by substituting (55) into (51) and performing some algebraic manipulations, C s can be directly evaluated.
B. ASYMPTOTIC AVERAGE SECRECY CAPACITY AT HIGH SNR
To investigate the impact of key system parameters, such as the number of antennas at Bob and Eve and the channel parameters of h B and h E on the average secrecy capacity, we focus on the asymptotic secrecy capacity of the system at high SNR in the following cases.
1) OBC:γ B → ∞
Before delving into the detailed analysis, applying the identity [31, eq. (3.351.2)], we first rewrite the CDF of γ E as
where
Then, using (56) in (50) and changing the order of integration, we further havē
where 1 and 2 can be written as
Next, we will derive i (i = 1, 2) in the high SNR regime. When x → ∞, we have ln (1 + x) ≈ ln x. By substituting (58) into (60), and applying [31, eq. (4.352.1)], one can obtain
and ψ (·) is the digamma function [31] . Resorting to [18] , the asymptotic expression for ∞ 2 can be calculated as
Hence, combining (57) and (64) along with [36, eq. (2.3.6.9)], we obtain
with U (·, ·; ·) being the confluent hypergeometric function [31] . Eventually, by using (62) and (65) in (59), the asymptotic average secrecy capacity of the system for the OBC case can be evaluated as in (67), as shown at the top of this page.
To gain insight on the average secrecy capacity at high SNR, the slope and power offset at the high SNR are also needed to be analyzed. To facilitate the asymptotic analysis, we adopt the general form in [37] 
where S ∞ denotes the high SNR slope in bit/s/Hz (3dB) and L ∞ the high SNR power offset in 3dB units. According to [38] , by substituting (67) into (68) along with algebraic manipulations, the high SNR slope is given by
Furthermore, the high SNR power offset can be expressed as
Hence, substituting (68) and (69) into (70), we have
where the first term L B ∞ , which shows the effect of the SatBob channel parameters on the average secrecy capacity, is given by
Then, by combining (71) and (74), the asymptotic average secrecy capacity for case b) can be computed as 
VI. NUMERICAL RESULTS
In this section, we provide numerical simulations to examine the validity of the performance analysis and the impact of various system parameters on the network. Here, the predefined rate is chosen as R s = 1, the simulation results are obtained by performing 10 6 channel realizations, and the different shadowing severities of the main and eavesdropper's channels h i ∼ SR i , b i , m i (i ∈ {B, E}) are given in Table I . Without loss of generality, we assume the legitimate receiver is located at the center of the central beam, namely, d B = 0 (maximum beam gain direction) [2] , [21] . [27] , [30] A
. IMPACT OF BEAM RADIUS AND EVE'S POSITION
To begin with, we investigate the impact of different beam radii R and eavesdropper positions d E on the secrecy performance of the LMS network. Fig. 2 and Fig. 3 depict, respectively, the secrecy outage probability and average secrecy capacity of the satellite network for different R and d E . First of all, it is observed that the theoretical results are in excellent agreement with the Monte Carlo simulations, implying the validity of the secrecy performance analysis. Next, as we see from Fig. 2 , for fixed d E , the secrecy outage probability is reduced with the decrease of beam radius R. Specifically, when Eve's position is outside the beam coverage, the secrecy outage probability of the LMS system gradually fluctuates within a certain range around 10 −3 and 10 −6 . This means that the narrower the beam pattern of the satellite antenna feed, the better secrecy performance is obtained. Finally, as shown in Fig. 3 , when R is fixed, the average secrecy capacity rapidly improves with the increase of d E , and gradually remains stable between 6 and 7.
B. IMPACT OF KEY SYSTEM PARAMETERS
In what follows, we focus on the impact of various key system parameters, including the number of antennas at the legitimate user and eavesdropper, and the channel shadowing severities on the secrecy performance of the satellite network.
1) OBC
When Eve is located away from the legitimate user, the received average SNR at Eve is relatively small and can be viewed as a constant for the convenience of analysis. First of all, assuming both the Sat-Bob and Sat-Eve channels are subject to the AS scenario, Fig. 4 depicts the probability of non-zero secrecy capacity versusγ B for different values of Eve's average SNRγ E . As shown in the figure, the theoretical results are in excellent agreement with the Monte Carlo simulations, which validates the accuracy of the derivations. In addition, the probability of non-zero secrecy capacity degrades significantly with an increase in Eve's average SNR γ E , which indicates the negative effect of the received power at the eavesdropper. Fig. 5 investigates the effect of the number of antennas at Bob and Eve on the secrecy outage probability of the system, where both the Sat-Bob and Sat-Eve links follow the AS scenario. All of the analytical curves of secrecy outage probability agree well with simulation results, and the asymptotic results are very tight in the high SNR regime, implying the validity of the derived expressions. We also see that N B has a significant positive impact on the secrecy performance, justifying the benefits of employing multiple antennas in enhancing the secrecy of LMS systems. Moreover, it can be observed that the secrecy diversity order of the system only depends on the number of antennas at Bob, which corroborates the observation in Remark I. Meanwhile, although an increase in N E does not influence the achievable secrecy diversity order, it does degrade the system secrecy performance by reducing the secrecy array gain. Fig. 6 illustrates the secrecy outage probability versusγ B for different levels of shadowing of the Sat-Bob and SatEve channels, respectively. It can be seen that the shadowing severities of both Bob and Eve do not influence the achievable secrecy diversity order of the system. However, weaker shadowing for the main channel results in a reduced secrecy outage probability by improving the secrecy array gain. On the other hand, the secrecy performance will be severely degraded by a weaker shadowing on the eavesdropper channel due to the reduction of secrecy array gain. Note that the secrecy performance of the LMS network improves as the shadowing becomes less severe for both receivers. This occurs due to the fact that, as the LOS component becomes stronger, the random variation in the channel is reduced, and hence the probability that Eve's channel will be better than Bob's will also be correspondingly reduced, especially if Bob's channel is already on average stronger than Eve's.
In Figs. 7 and 8 , the average security capacity of the proposed system with various antenna configurations and shadowing severity are illustrated, respectively. As shown in these figures, at the high SNR, the slope of S ∞ is always being one in all cases, which matches well with the formula given in (69). It can be observed from Fig. 7 that the average secrecy capacity improves when either the N B increases or the N E decreases. This is because a larger N B can reduce L B ∞ given in (72) and further decrease the high SNR power offset, While a lower N B can directly lead to a larger SNR power offset L E ∞ . It can also be seen from Fig. 8 that due to the a better channel quality for Bob corresponds to a smaller power offset L B ∞ , the average secrecy capacity of the considered system increases as the main link quality is getting better. On the other hand, as validated in (73), a better channel quality for the eavesdropper can degrade the average secrecy capacity of the proposed system. Consequently, to improve the secrecy performance of the legitimate user, we should add more artificial noise on the eavesdropper to weaker its link condition.
2) IBC
Subsequently, we focus on the cases when Eve is located close to Bob. Firstly, Fig. 9 and Fig. 10 show the secrecy outage probability for different antenna configurations and shadowing severity of the Sat-Bob and Sat-Eve channels, respectively. As predicted in (45), for all the analytical curves, the secrecy outage probability gradually converges to a finite lower bound at high SNR, which proves that the achievable secrecy diversity order collapses to zero when Eve is located close to the legitimate user. In this case, increasing the transmit power does not provide additional secrecy performance enhancement, and the various key channel parameters only affect the secrecy array gain. Another phenomenon that must be noticed is that the channel shadowing severities of the Eve link have a greater impact on the system performance even if Bob's channel is already on average stronger than Eve's. This observation is different from the findings in Fig. 5 and Fig. 6 , where the Eve is located far away from Bob.
Then, Fig. 11 and Fig. 12 plot the average secrecy capacity for different antenna configurations and shadowing severity. We can observe that the average secrecy capacity asymptotically approaches an upper bound in the high SNR regime, which confirms the high SNR slope S ∞ equals zero as suggested by (76). Meanwhile, different channel parameters improve or reduce the achievable average secrecy capacity by affecting the high SNR power offset. 
VII. CONCLUSIONS
In this paper, a security problem for LMS communication systems has been studied, where the confidential messages sent by a single antenna satellite to a multi-antenna legitimate user are overheard by a multi-antenna eavesdropper. Specifically, two representative scenarios have been considered, namely, Scenario I: the satellite has no knowledge of the eavesdropper, and Scenario II: the CSI of the eavesdropper is available at the satellite. For Scenario I, we derived analytical expressions for the probability of non-zero secrecy capacity, and the exact and asymptotic secrecy outage probability of the network. For scenario II, both the exact and asymptotic average secrecy capacity were obtained. Finally, numerical results for both scenarios were provided to validate the theoretical derivations, and show the impact of various key parameters on the secrecy performance of the LMS system. For Scenario I, we demonstrated that the secrecy diversity order of the system only depends on N B , and an increase in N E only degrades the secrecy array gain. For Scenario II, we found that system parameters can only affect the high SNR power offset, while the slope at the high SNR always remains as one in all cases. Furthermore, for both scenarios, we noted that an improved secrecy performance of the satellite system can be achieved when either the desired user's channel is stronger on average than the eavesdropper's, or the strength of the LOS component increases. The contributions of this work provide an intuitive guidance for the system design, performance evaluation, and implementation of physical layer security in satellite communication systems.
. Based on (35) , the asymptotic secrecy outage probability can be expressed as
Hence, by using (A.3) and (20) 
